
For additional support as you run Alpha, contact us at youth@alphacanada.org.

Security Settings
If you are the Zoom Host, before your meeting, log in to 
your account and look for “Settings” on the left column to 
access most of the features mentioned below. By being 
diligent upfront with your security, it will be easier to keep 
the environment safe for all participants. It is challenging to 
remove people from breakout rooms, so vet guests before 
opening them. 
 
Turn off “join meeting before host.” 
This will ensure that no one can start the meeting without you. 
 
Don’t allow screen or file sharing 
Excluding the host and co-host.  
 
Enable “co-hosts” in advanced settings 
And empower your Alpha leaders as moderators who can 
review, mute, or remove guests. 
 
Switch OFF the toggle in advanced settings for 
“embed password in meeting link for one-click-
join” that is enabled by default. If you don’t, you will be 
posting the link publicly which will give anybody direct access, 
even without the password. We don’t want this! 
 
Turn ON the toggle switch in advanced settings 
for “require password for participants joining by 
phone” which is default set to off. 
This way people can’t call in and be anonymous. 

Enable “waiting room” 
This is so guests can be vetted by moderators before allowed 
into the actual call. Additional options include:

•	 Creating a pre-registration process that doubles as  
vetting, by selecting “require registration.”

•	 Asking Alpha guests to contact your team privately via 
email or other messaging to request a meeting ID   
and password

•	 Specifying expectations about usernames for   
sorting	small	groups	(first	&	last	name,	grade	or	age		
range, etc.)

•	 Having the user identify their user name in advance,  
then watch for that user name on the day of and   
admit them from the Waiting Room.

•	 Setting your Waiting Room “welcome note” and   
“description” in advanced settings, and use these to  
remind guests to use their agreed-upon user name

•	 Consider the enabling of the “chime” feature   
from within the call (dropdown menu near the “mute  
all” option) or in advanced settings under “play sound  
when participants join or leave.” This way when   
somebody enters the call, you are always aware. If it  
becomes distracting, discontinue.

Zoom Security
As you work to provide a safe and welcoming environment for youth to explore life’s  
big questions, there are a few Security Settings and Security Practices to help you secure 
your virtual space. 
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Security Practices
Be cautious about publishing your Meeting ID and 
Password publicly. 

It’s	better	to	share	these	details	with	your	staff/volunteers	
and have your parents and youth reach out to them for these 
details. Request that students use their real name as their 
username. 
 
In Small Group settings (ideally 6-8 guests), 
train your leaders to make sure they can identify 
everybody in their breakout room or on their call. 

Make sure this happens before personal sharing begins. 
 
Consider a policy for removal of participants who 
cannot be identified by their video/audio/username. 

It’s	better	to	offend	one	person	than	risk	an	unwelcome	guest	
in your group. 
 
Consider the reality that any person’s digital image 
can be screen-captured by any other participant.

How will you communicate a policy around this behaviour? 
 
Manage expectations about behaviour upfront at 
the time of registration. 

You can also edit the waiting room “description” that people 
can see upon entry. 

Other helpful Zoom links
Breakout Room 
Sharing Your Screen  
Zoom Help Center

https://support.zoom.us/hc/en-us/articles/206476093-Getting-Started-with-Video-Breakout-Rooms
https://www.youtube.com/embed/YA6SGQlVmcA?rel=0&autoplay=1&cc_load_policy=1
https://support.zoom.us/hc/en-us

